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ABSTRACT:
In the mid 1998s the rise of the internet &
multimedia techniques has prompted increasing
interest in hiding data in digital media. Early
research concentrated on watermarking to protect
copyrighted multimedia products. In today’s
growing world Image data security is the essential
portion in communication and multimedia world
.The least significant-bit (LSB) based technique is
one of the popular for steganography. Medium
integrity is an important issue in steganography,
whenever one media is hidden into other th
originality of cover media should not affect.
Security with Steganography using DCT Cog
and Encryption providing security of data
avoid third party access of data is the challeng
world.
KEYWORDS: Cryptography,
Transform Image processing,
etc.

INTRODUCTION:
Basically
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known

way i i goanalysis.
The used D tained based on

selected. LSBs of
mage are replaced

communication through
computer network more security. Two
techniques cryptography & steganography are used for
secret communication. In cryptography, the sender uses
an encryption key to encrypt the message, this encrypted
message is transmitted through the insecure public
channel, and decryption algorithm is used to decrypt the
message. The encrypted data can be converted into the
original signal only if the receiver has the decryption
key, and in second method that is steganography, where
the secret message is inserted in another medium.

Watermarking and fi printing are the two other
sely related to steganography.

inly deal with the protection

pe. Cryptography is the best
unication of image, text, video

information and/fmakes information as secret. It classifies
three different kinds (i) Secret key cryptography (ii)
Public key cryptography (iii) Hash functions. In Secret

ey cpyptography, both the dispatcher and beneficiary
used same password or key through their
ansmission. Secret key cryptography is sometimes
known as Symmetric key system.

STEGANOGRAPHY TECHNIQUE:

Steganography consists of two terms that is
message and cover image. Message is the secret data that
needs to hide and cover image is the carrier that hides
the message in it.
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Fig.1.Steganography Technique

CLASSIFICATION OF STEGANOGRAPHY:
Steganography techniques can be classified into
4 categories which is shown in below figure:
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Fig.2 Classification of Steganography

LITERATURE SURVEY:

In Oct 2014 Encryption and decryption attain by
single key is the previous finest technique of image
security. Single key assigned for image encryption and it
is encoded. Then the key is send via secure way for
decryption purpose. Subsequently the key is safely
received and apply decryption process and obtain
original image. [2]

In 2014, Vidhu Kiran Dutt gives informg
about hiding information. i.e Hiding data is the pre
embedding information into digital contep
causing perceptual degradation. He also stated tf
data hiding, three famous techniques can be used. Tht
are watermarking, steganography andse

batch steganography,
significant bits (LSB

performance r
statistical attack
presence of hidden
suspected the purpose
defected therefore it
promising  frequency  domain  techniques for

steganography is partly
recommended to use the

steganography using DCT, DFT [7]

In Feb 2012 Hardik Patel, Preeti Dave, mentions
Steganography Technique Based on DCT Coefficients in
which the image is hided in cover image by replacing
least significant bit of cover image with most significant
bit of image to be hide, only to the position where value
of coefficient is less, also retrieve that hidden image.[1]

In May 2010 R. Amirtharajan, presented a
transform domain technique, DCT is used to hide
message in significant areas of the cover image, Here
pixels are splits into 8 * 8 blocks. Then all blocks are DCT
transformed, each block encodes exactly one secret
message bit [13]

In year 2004 Rufeng Chu, Xinggang You,
Xiangwei Kong, Xiaohui Ba, Department of Electronic
Engineering, Dalian University of Technology, Dalian,
China mention a method f sisting Statistical Attacks
by a DCT-based Image S nographic method.[12]

In may 2003 s Provos And Peter Honeyman
University of Mic mention two different ways
of hiding dat

tool of all that we tested.
that process GIF and BMP

ersion 4 inco es image and sound file processing

into a single pr
images, S-Tools also includes encryption routines with
many options, also masking and filtering techniques,
sually restricted to 24-bit and gray-scale images, hide
ation by marking an image, in a manner similar to

ram. In addition to supporting 24-bit

aper watermarks. Watermarking techniques may be
applied without fear of image destruction due to lossy
compression because they are more integrated into the
image.[4]

In Jul 1999 Fabien A. P. Petitcolas, Ross ]J.
Anderson and Markus G. Kuhn did Information survey in
which different information hiding techniques are
mentioned, like covert channel,
stegnography, and copy right making. In stegnography
Security through Obscurity, Camouflage, Hiding the
Location of the Embedded Information. [5]

anonymity,

RELATED THEORY:
The strength of the steganographic technique
depends mainly on three factors - robustness,

imperceptibility level in the stego image, and embedding
capacity. The steganographic system leaves unique
patterns on the cover images and these patterns feats
the steganalyst. When the size of the secret message is
small, the transform domain based techniques such as
DCT, DWT and adaptive steganography are not less
prone to steganalysis. In this technique the distortion
will be also less because embedding is performed in
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transform domain. All the above problems must be
addressed while designing a steganography technique
which should be robust to attacks. We need to develop
steganography techniques where we can embed data
equal or more than existing techniques and without any
distortion in stego image so that the security of the
message can be enhanced.

IMAGE FORMATS:

This point focuses on some specific image formats.
The followings are the formats that this research focuses
on

a. TIFF FILE:

Tagged Image Format File (TIFF) is an image format
file for high quality graphics. TIFF files were created in
the 1986 as a file format for scanned imaged in an
attempt to get all companies to use one standard file
format instead of multiple. Though TIF files originally
only supported black and white, the update in 1988
added a color palette.

b. GIF FILE:

Graphics Interchange Format is used for the purp
of storing multiple bitmap images in a single file
exchange between platforms and images. It is
for storing multibit graphics and image data. GIF
associated with a particular software application but w
designed “to allow the easy interchange

c. BMPFILE:
The letters “BMP” s

main blocks, the header
consists of 54 bytes, can broken into two sub-blocks.
These are identified as the Bitmap Header, and the
bitmap information. Images which are less than 16 bits
have an additional sub block within the header labeled
the colour palette.

d. JPEG FILE:

Joint Photographic Experts Group (JPEG) format is
one of the Transform Domain Techniques which has an
advantage over LSB techniques because they hide

information in areas of the image that are less exposed
to compression, cropping, and image processing. Also
JPEG is most common image file format on the internet
owing to the small size of resultant images obtained by
using it, and it is efficient for appearing the stage image
to something similar to the original image.

The proposed work is carried out in two stages.
First stage is encryption in which Source image is
converted to Encrypted form with the secret key as

is decryption stage in
image is retrieval by

to embed
retrieval of
ven here. Both

process first we have to select cover image from the set.
Then by finding DCT coefficients of pixel values of cover

ain one key matrix. [1]

Read Sourceimage from database

Select coverimage from database

l Perform DCT tothe cover image which results in coefficients. ‘

Coefficient <threshold

\Write 0to elementary kev matrix

I Replace LS8 of element of cover image with MSB of source Image I

Write 1toelementary key matrix

I Repeat above procedure til end of lest element of source image matrix ‘

!

l Select one of random element matricfrom the given set l

.

Perform element by element EX-OR operation between above matrixand
random valued matrix

Resultantimage s securedimage

Fig. 3 Flow chart for encryption algorithm.
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Next step is go through cover image, if the
coefficient value is less than threshold then replace the
LSB (Least Significant Bit) value of appropriate cover
image with MSB (Most significant Bit) of secret one. If
the value is replaced then write 1 to appropriate
position, else write 0 to that position. Next part is
addition of key for matrix. Select one of random valued
matrix, by selecting the key value the size of such
random valued matrix is same as cover image.[2]
Perform exclusive operation of random valued matrix
and embedded matrix which results in Encrypted form
of image.

Part B:

In this part when the secured image is accepted
by the receiver, as per providing secrete key the
appropriate random valued matrix is selected which is
then ex-ored with secured image.[2]

At next level this image is processed, by
considering Key matrix, which is then traverse till the
end. If value 1 is appeared in key matrix then extract LSB
(Least Significant Bit) value of appropriate secur
image so combining these we get the source image
is hidden in cover image as shown in figure 2.[1

Read Stego image

'

Enter valid secrete key

v

Selecting appropriate random valued matrix perform EX-OR
operation between stegoimage matrix and random valued matric

Y

‘ Traverse through Key matrix ‘

If key valug==

‘ Extract L5B of element of stegoimage

'

(o to next element

v v

Repeat above procedure till end of lest element of Key matrix.

!

Resultant imaee is original imaze ‘

Go to next element ‘

Fig 4: Flow chart for decryption algorithm

As this algorithm is implemented on computer
by considering transmitter and receiver together, we
proposed a GUI developed in MATLAB. This GUI is
shown in figure 3.

w
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COVER IMAGE =

SOURCE IMAGE -

SECRETE KEY =

ENCRYPTION

DECRYPTION

e 1920X2560 pixels.
LSB replacement method

assumption of LSB replacement
i.e. LSB pla
thus are sui

natural images is random enough,
le for data hiding.

CONCLUSION:

In our project ie. Image security using
nography, we used LSB and DCT method. By using
E papers on LSB and DCT steganography, we come to
know that LSB is the easiest method amongst all the
another methods of steganography as it provides high
PSNR around 86.3657 in our system. But in concern of
security, LSB is not that much efficient. In case of DCT, it
is complex to implement but it gives higher security, and
the PSNR value provided by DCT is less than LSB in our
system, it is up to 55.713. And for audio it gives very less
PSNR i.e 12.88 as the image is watermarked using LSB
technique and for DCT it gives PSNR around 90.3451.
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