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ABSTRACT:

Biometric refers to the authentication
technique which depends on the measurement and
statistical analysis of people’s physical and
behavioral characteristics. Among all the biometric
technique fingerprint identification is consider as
most reliable technique as every individual has
unique fingerprint. But as fingerprint technique is
used in many authentication systems so protecting it
becomes an important issue. Here a system is shown
to protect the privacy of fingerprint by combining
two different fingerprints into a new virtual identity.
In enrollment phase, extract the minutiae positi
from one fingerprint, orientation from ag
fingerprint and reference points
fingerprints, using this extracted information
combined minutiae template and store it
database. In authentication phase

match the two que
fingerprint. Wi
reconstruction ‘tech
created.

used
it is the best way to identify a
person and also it helps ect the information which
can be accessed by only the authenticated person. There
are many biometric identification techniques such as

in many
authentication syste

fingerprint scanning, iris, face recognition, palm, and
voice analysis. Among all this techniques fingerprint
identification is considered as most reliable technique as
it is easy and every individual is having a unique
fingerprint. The uniqueness of the fingerprint depends
upon it structure. Fingerprint has two structure i.e global
structure and local structure. The global structure means
the ridges and valleys which visible to eyes. The local

structure is the minutia
bifurcation).

(i.e ridges ending and

convenience. This
the key and protected
n. There are very few

se of key. Combining two
virtual identity is one of those

feature level

image level. In feature level technique
the two fingerprints are captured and the minutiae
position of both the fingerprints is extracted and
ed template is formed and stored in database.
ever, it is easy for the attacker to identity as there
are too many minutiae points than the original
fingerprint. In image level technique the fingerprint
image is decomposed into, continues component and
spiral component using FM-AM model. After some
alignment, continues component and spiral component
both are combined and a new virtual identity is formed.
In this paper system for protecting the privacy
of fingerprint by combining two fingerprints into a new
virtual identity is shown. In the enrollment process, the
system captures two different fingerprints from two
different fingers. Extract the minutiae position from one
fingerprint, orientation from another fingerprint and
reference points from both the fingerprints. Using this
information a combined minutiae template is generated
and stored in database. In the authentication process, the
system captures two query fingerprints from the same
fingers used in enrollment process. Extract the minutiae
position from one fingerprint, orientation from another
fingerprint and reference points from both the query
fingerprints. Then perform a two stage fingerprint
matching process to match the query fingerprints with
the enrolled fingerprints. By using the combined
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minutiae template a new real look alike fingerprint is
created.

II. METHODLOGY:

There are two phases in the proposed system.
The enrollment phase and the authentication phase.

2.1 ENROLLMENT PHASE:

In the enrollment phase we are going to capture
two fingerprints say fingerprint A and fingerprint B from
two different fingers say finger A and finger B. Fig. 1
below shows the enrollment phase.

The two fingerprints for
ol Combined minutiae
CT— {emplate for enrollment
> andoentation |-y Ty
exracton Combined
minute |« o
femplae | i
Fingerprint 4 Fngerprnt B} | Reference points | | eneraton| | ' ;
' » admindize ki
postions exraction —

Fig 1 Enrollment phase

After capturing the two fingerprints extrac
minutiae position from fingerprint A, orientatio
fingerprint B and reference points from both
fingerprints. Using this extracted information gener
combined minutiae template and store the generated
template in database.
Steps for reference point detectig

which is the kernel of refefence point detection.
3) Calculate the reference point using following

equation:

Crop -in (Arg((,‘mf)) if Arg(Cyer) > 0
0 otherwise

4) Locate reference point satisfying the two criterions:
(i)The amplitude of Cl.f of the point is local maximum.

CI

ref -

(i) The local maximum should be over a fixed threshold
T.
5) Repeat step 4) until all reference points is located.
6) If no reference points are detected locate a reference
point with maximum certainty value in whole fingerprint
image.
Combined Minutiae Template Generation:

The combined minutiae template is generated
by applying minutiae position alignment and minutiae
direction assignment. The ck diagram of combined

position and ghe angle after the minutiae position

alignment.
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Fig. 2 Combined Minutiae Template Generation

B. MINUTIAE DIRECTION ASSIGNMENT:

Here each aligned minutiae position is assigned
with the direction 6c as follows:

0, = OB(XiC,in) + pm

where p; is an integer that is either 0 or 1. The range of
Os (Xicyic) is from 0 to . Therefore the range of 8;c will be
from 0 to 2m, which is the same as that of the minutiae
direction from an original fingerprint. Once all the
aligned minutiae position are assigned with direction a
combined minutiae template is created for enrollment.
2.2 Authentication Phase

In the authentication phase we are going to
capture two query fingerprints say fingerprint Al and
fingerprint Bl from the same fingers say finger A and
finger B. Extract the minutiae position from fingerprint
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Al', orientation from fingerprint B! and reference points
from both the fingerprints. Then perform a two stage
fingerprint matching process to match the two query
fingerprint with the stored template. The authentication
phase is shown in below fig. 3

The two fingerprints for
authentication

Reference points ]
and orientation |-
extraction

Y

Two-stage

mp— -
Fingerprint 4 Fingerprint B’ Reference points matching
' and minutiae

positions extraction

Y

-

Fig 3 Authentication phase

Two stage fingerprint matching process

In the two stage fingerprint matching process
we have the minutiae position of fingerprint Al
orientation of fingerprint Bl and reference points of both
the fingerprints. In order to match the query fingerprint
we are going to perform two operation ie query
minutiae determination and matching score calculati
The two stage fingerprint matching process in sho
below fig. 4

template M¢ and
select a pair of
gerprint Al and
ombined minutiae
template say M¢! for ose from the minutiae
position extracted fro ery fingerprint Al and
orientation from finger t Bl. Calculate the difference
between the local features extracted from the template
M¢ and Mcl. Repeat the steps until all possible pairs of
reference points are selected and processed. The one
which has the minimum difference from Mc¢ will be
considered as the query minutiae Mq.
B. Matching Score Calculation We directly calculates the
matching score between Mg and Mc using the existing
minutiae algorithm. If the matching score is over the pre-

@

fingerprint —» Yes/No

defined threshold then the authentication will be
successful.

I1I. COMBINED FINGERPRINT GENERATION:

In combined minutiae template the minutiae
position and direction are extracted separately from two
different fingerprints. This
direction are same as that of the original fingerprints.
Therefore the combined minutiae template has the
similar properties to thos the original fingerprint.

minutiae position and

We are going
fingerprint.

6. Refine the phase image by removing the spurious

minutiae points and a real look alike fingerprint is

. EXPERIMENTAL RESULTS:

The experiment is conducted on the two
fingerprints stored in our system which contains 10
fingerprints from 5 fingers.

1. Capture any pair of fingerprints stored in our system.

P ——

Fingerprint B
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2. After capturing the fingerprint we have to enroll the
fingerprints with the name of the person to whom the
fingerprint belongs.

3. After enrolling the fingerprints they are combined,
data test are created and stored in database.

4. In authentication process we are going to capture the
same fingerprints used in the enrollment.

5. After capturing the two fingerprints are combined and

a fused image is formed
Fused Image

6. The ridge segmentation of the fused image takes place
Ridge Semgentation

7. The orientation field is fo

rwombined

Orientation field

fingerprint

o 50 100 150 200 250

8. Then the data tes eated and matched with the
existing data test.
9. If the data test matc with the existing account
holder data test then the authenticated account holder
name is displayed.

The performance of the system is based on the FAR and
FRR of the fingerprints.

FAR - False Acceptance Rate where the system
incorrectly accepts an unauthorized user.

FRR - False Rejection Rate where the system incorrectly

rejects a authorized user.

As our system has very low FAR and FRR even when the
fingerprints are randomly chosen which tells that our
system performs better compared to other systems.

V. CONCLUSION:

Here a novel system is described which is used
to protect the privacy of fingerprint by combining two
different fingerprints and forming a new virtual identity.
In the enrollment phase, the system captures two
fingerprints from two different fingers. A combined
minutiae template is ge ted and stored in the

enrolled template. The
is that it has very low
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