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ABSTRACT:
A Mobile Adhoc Network (MANET) is a collection of
independent mobile nodes that can communicate to
each other throughradio waves without the aid of
any stand-alone infrastructure or centralized
administration. These nodes are self-organizing and
self-configuring and they act as both hostas well as
routers.In MANET each node is free to move
independently.MANET is simple and flexible hence
widely used in military communication, emergency
communication and mobile conferencing. Due tg
dynamic nature and no certification authg
MANETSs are more prone to different types of
The essential requirement for the establis
communication among different nodes in MANE
that, nodes should cooperate with each other.
misbehaving nodes are presentgitmmay lead to
serious security concerns. & reviews
various techniques availz ing and
paper is

1. INTRODUCTION:
Mobile Ad hoc networ
autonomous mobile nod

ANET)is a collection of
. Mobile nodes can be laptops,
cell phones, PDAs etc. Each node in MANET is equipped
with a wireless transmitter and receiver, which allows it
to communicate with other nodes in its radio
communication range without any fixed infrastructure. If
a node wants to forward a packet to a node that is
beyond its radio range, the cooperation of other nodes in
the network is needed. MANET is simple and flexible
hence widely used in military communication,
emergency communication and mobile conferencing. As

MANETS are widely , the security issue has become

erns. Only one compromised

No need of centralized administration
Nodes can acts as both transmitter and receiver
Noixed infrastructure needed and Multihop Routing

.2 MANET VULNERABILITIES [2]:

Vulnerability is a flaw or weakness in security system.
Due to infrastructure less property and dynamic
topology MANET is more vulnerable than wired
network. Some of the vulnerabilities are as follows

o No Centralized Authority

e Limited Power Supply

e No predefined Boundary

e Nodes canjoin and leave network at any time

1.3 ATTACKS IN MANET][2]:

Attacks in MANET can be classified into Passive and
Active attacks.

1) Passive attacks: A passive attack does not modify the
data transmitted within the network. Packets
containing secret information might be
eavesdropped, which may violate confidentiality.
Passive attack does not disturb the operation of
routing protocol.

2) Active attacks: Active attacks are severe attacks that
disrupt the operation of routing protocol. Active
attacks includes deleting or dropping packets,
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modifying the contents of packets, and simulating
other nodes.
Various attacks studied in the literature [3], [4] are
described below.

DENIAL OF SERVICE ATTACK: This attack restricts
access to a certain resource.

IMPERSONATION: Malicious node act as genuine node
and then analyse network traffic.

EAVESDROPPING: Node listens confidential information
like location, public key, private key, password etc.

BLACK-HOLE ATTACK: A malicious node sends fake
routing information and claims that it has a most
favourable route. It then causes other genuine nodes to
route data packets through the malicious one. A
malicious node drops all received packets instead of
forwarding those packets to intended recipients.

MAN-IN-THE-MIDDLE ATTACK: An attacker sits
between the sender and receiver and listens inform
being sent between two nodes.

WORMHOLE ATTACK:Wormhole attack is" also
the tunneling attack. An attacker receives a packet at
point and tunnels it to another maljci

network.

Delay Acknowledge
e  Modify routing info
e Don’t forward packet to save its own resources
e Forward control packets while dropping data

packets

Due to this misbehaviour of nodes MANET is
vulnerable to various types of attacks. In this paper we
discuss various techniques for detection of misbehaving
nodes. Each technique has its own advantages and
disadvantages.

In section 2 we covered literature survey of different
techniques for detection of misbehaving nodes. Section 3
includes comparison of surveyed techniques. In section 4
we Proposed an Improved Bait detection Scheme (IBDS)
to detect misbehaving nodes. In section 5 we covered
conclusion and direction for further research.

2. LITERATURE SURVEY:

Many research works have studied the problem
of Misbehaving node detection in MANETSs. In general,
detection mechanisms ¢ ouped into two broad
categories.

1) Proactive dete
to constantly
schemes eve

hemes are schemes that need

i, et al proposed mechanism for
ehaving nodes. It describes two
modules, Watchdog and Pathrater [6]. Watchdog
identifies misbehaving nodes and Pathrater computes a
oute to avoid these nodes. Misbehaviour discussed here
ut dropping data packets.The Watchdog listen
miscuously to the next node’s transmission, checking
hat the node correctly forwards the packet it has
received.. Watchdog maintains a buffer of recently sent
packets.It compares each over-heard packet with the
packet present in buffer. If match found, the packet in
the buffer is removed. It then assumes that the packet
has been already forwarded. While if a packet is present
in the buffer for long time and watchdog overhears that
the node failed to forward packet within predefined time
then watchdog increases failure counter of a node.

Each node will have its failure counter having a
predefined threshold value.If the failure counter of any
node exceeds threshold value then watchdog reports
that the node is misbehaving. It then sends a message to
the source about misbehaviour of a node. Pathrater uses
the information given by Watchdog and avoid those
malicious nodes in further transmissions. Watchdog fails
in situations like ambiguous collision, receiver collision,
limited power transmission, false misbehaviour
reporting, collusion and partial dropping.

In [7] N. Nasser and Y. Chen describes
mechanism for detection of misbehaving nodes, known
as ExWatchdog.ExWatchdog is extension to Watchdog
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technique. Using this mechanism, limitation of Watchdog
mechanism(False misbehaving) has been overcome. Ex
watch dog aims to detect nodes that falsely report other
nodes as misbehaving. It maintains a table that stores
entry <source, destination, sum, path>.The current node
may be the source, the destination or the intermediate
node, it inserts such an entry into the table when
sending, forwarding or receiving packets for the first
time. Here Sum is the total number of packets that the
current node sends, forwards, or receives. Path is the
that is
between<source, destination>. When an intermediate
node on a route path reports to the source that its next
hop is malicious, the source will not immediately treat
this as malicious node. Instead, it will send a message to
the destination using an alternative path in the routing
table. The message contains <Source, destination, path,
malicious_node_address>,malicious_node_address is the
address of the node being reported malicious. The
source node then searches a path that has no malicious
node in it from the routing table. If there is no such path
available, the source then initiate a Route Discovery to
find a new one. After finding a path, the source send

route used for the communication

see if there is a match. If there is no matching e
the table, it means the node is malicious and
destination node returns a message

are still there.
In [8] Liu et

parameter
ntrol the ratio of
e acknowledgment
roagctive scheme and hence
produces additional rou
existence of malicious nodes.

In [9] Buchegger, et al discusses reputation
based scheme for detection of misbehaving node. The
technique is known as CONFIDANT (Cooperation of
Nodes: Fairness in Dynamic Ad Hoc Networks), which is
actually a routing protocol. CONFIDANT mechanism has
four working components, namely, Monitor, Reputation
System, Path Manager and Trust Manager. Using Monitor
component node can detect deviations of next node on
source route. It can be done her by listening to next

node’s transmission. Alarm message is sent to the Trust
Manager for giving warning information. It notifies about
the misbehaviour of node. Each node maintains Local
Rating Lists. Such lists can be used in route request to
avoid bad nodes along the route to destination. It also
helps to ignore the requests from malicious nodes about
forwarding packet. Rating is updated only if there is
sufficient evidence of malicious behaviour that is
significant for a node and that has occurred a number of
times, exceeding threshold.Egidences can be taken either

In [10]S.
proposed a reput

packet dropping.In
ode is evaluated

bouring nodes.

rust state is maintained in the
rust Table has two fields, node id
rust state of node is updated after
receiving new trust certificates. Evaluation of a
certificate can be done by verifying response from every
neighbouring node Trust for a node can be calculated as
’s. Collect the information such as Energy, Packet
It then
generates report and need to validate report rules.
Review the current trust value. Compare current trust
value with threshold value. If current trust value is
greater than threshold value then the node is detected as
selfish node and this selfish node is added to Black

List. This method of selfish node detection is very

nt, and Queue Size from neighbours.

efficient. It also enhances packet delivery ratio, reduces
average packet drop ratio hence reduces overall
overhead.

In[11] and Nahrstedt proposed a
prevention mechanism called best effort fault tolerant
routing (BFTR). BFTR
acknowledgements to monitor the quality of the routing
path in use and this is compared with predefined
behavior of good routes. If the behaviour of the path
deviates from a predefined behaviour set, the source
node uses a new route. One of the drawbacks of BFTR is
that malicious nodes may still exist in the new chosen
route, and this scheme is prone to repeated route
discovery processes.

In [12] P.N.Raj and Swadas proposed Detection,
Prevention and Reactive AODV (DPRAODV) Scheme to

Xue

scheme uses end-to-end
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detect misbehaving nodes. In DPRAODV as compared to
normal operation of AODV, an additional check is done
to find whether the RREP_seq_no value is higher than the
threshold value which is predetermined. If the
RREP_seq_no value is higher than the threshold value,
the node is considered to be malicious and that node is
added to the black listALARM packet is sent to its
neighbours. Later, if any other node receives the RREP
packet it checks the black list. If that node is found in the
black list, it simply ignores it and does not receive reply
from that node again.

In [13] Mistry N. Jinwala Proposed a solution for
analyzing and improving the security of AODV routing
protocol against malicious node attack. This scheme
modifies the working of source node using additional
function pre_receive_reply. A table cmg rrep_tab, a
variable mali_node and a new timer mos_wait_time are
also added to the default AODV. After receiving the first
RREP, the source node waits for mos_wait_time and
mean while it stores all the RREPs in the cmg_rrep_tab
table until mos_wait_time. In this technique the value of
mos_wait_time is considered to be half the value of
rrep_wait_time. The source node will analyze the stg
RREPs and will discard the RREP which ha
destination sequence number. The node whi
these RREP with high destination sequence nu
considered to be malicious node. This technique

records the identity of suspected malicious nodes as
mail_node, so that in future it can discard messages
coming from that node.

In [14] Jian-Ming Chang proposed a detection
scheme called the cooperative bait
scheme(CBDS),for detecting malicious nodes in MANETSs
causing black hole attack.In this technique, the source
node randomly selects a neighbour node and the
address of this node is used as bait destination address
to bait malicious nodes to send a reply RREP . Whenever
ey are detected and
ting in the routing operation,
echnique. At some later time

detection

the malicious nodes
prevented from parti

roactive and

techniques of
on are compared against
isbehaviour type, Mechanism

Technique Misbehaviour Mechanism used for Detection Advantages Limitations
Type
Watchdog Drop Data Packets Listens to its next hop’s | Network throughput increased by 17%-27% Receiver collision,limited transmission
2000 transmission power,False Misbehaviour report
EX-Watchdog | Drop Data Packets Detects a node that sends false | Solves problem of false misbehaviour. | Receiver collision,limited transmission

2007 report ,Throughput increased by 11% more than | power,Partial dropping
Watchdog.
BFTR Drop Data Packets end-to-end acknowledgements to | BFTR can work in environments where | routing overhead increases as the number of

2004 monitor the quality of the routing | malicious nodes collude. misbehaving nodes increases
path
DPRAODV Drop and delay packets Check whether the RREP _seq_no | The PDR is improved by 80- 85% than AODV | A little bit higher routing overhead and end-to-
2009 value is higher than the threshold | when under black hole attack end delay than AODV
value
Nital Mistry | Drop Data Packets Additional table cmg_rre_tab and | The PDR is improved by 81% when network | Rise in end-to-end delay is 13.28% when

et

variables mali_node, mos_ wait

size varying, and rise 70% when mobility

network size varying, and rise 6.28% when

al.’s Method time are used varying mobility varying

2010

2ACK scheme | Forwards control packet | 2ACK packet is sent back only for | Packet delivery ratio is improved to 90% Suffers from false misbehaviour

2011 and drops data packets fraction of received packets

CONFIDANT2 | Drop Data Packets Listens to its next hop’s | Throughputincreased by 10% Receiver collision,limited transmission
014 transmission power,False Misbehaviour report

RTBD Drop Data Packets Trustworthiness of a node is | Packetdelivery ratio is increased by 18% No security for neighbouring nodes

2014 evaluated

CBDS Attracts nodes to send | Bait packet is sent to attract | The PDR isimproved by95% whennetwork | every time the address of next neighborhood is
2015 packets and Drop data | misbehaving node to send reply sizevarying, and rise 90% whenmobility | taken as bait destination address, less

packets

varying.

randomness
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4. PROPOSED SOLUTION:

This paper proposes a detection scheme called
Improved bait detection scheme(IBDS) which detects
malicious node in MANET causing black hole attack. The
technique discussed in [14] has limitation that every
time the address of next neighbourhood is taken as bait
destination address, but if at some time the malicious
node become intelligent and doesn’t reply to this bait
address then this technique would fail. Our technique
overcomes this limitation by improving Initial Bait step.
The proposed scheme has following three steps.

1. Baitstep
2. Reverse Trace
3. Reactive defense.

Source node select any
-| random non existent
node address

Send Bait RREQ'

if any node.
rephy othar than
bait address

1. Bait Step: In the first step the source node sends Bait
packet i.e RREQ' packets with random and non
existent destination address to attract malicious
nodes to send reply. As soon as the mailicious node
will send reply , the node is stored in black list and
alarm packets are send to all the nodes.

2. Reverse Trace: In second step Reverse tracing is
performed to confirm the malicious nodes and to
check the behaviour of malicious node by sending
test packets.

3. Reactive Defense: In

Packet Delivery Ratio
checked and if it falls to certain
ait step is triggered. Working

START

tore malicious node
into blackhale list

B

START

5. CONCLUSION:

This paper
existing techniques fo
Misbehaving nodes in 4JMANET. Some schemes are
proactive defence schemes which provides prevention at
early stage but prone to repeated routing over head.
while some schemes are reactive defence schemes that
are on demand defence schemes ,these schemes get
triggered only when the packet delivery ratio drops at
the receiver. Existing techniques are reviewed and
compared with the metrics like type of misbehaviour,
detection mechanism, advantages and limitations. The
paper proposes an hybrid defense scheme called

If PDR drops YES

to threshaold

Improved Bait detection scheme(IBDS) to detect
malicious nodes causing black hole attack which is an
improvement over the existing CBDS[14] technique.
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