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Abstract

The rapid growth of digital imaging, multimedia communication, medical information systems, remote
sensing, surveillance and embedded vision has increased the need for reliable protection of image data.
Unlike conventional textual data, digital images contain substantial redundancy and strong spatial
relationships between neighboring pixels. These characteristics create both challenges and
opportunities for cryptographic design. Consequently, numerous image-encryption techniques have
been proposed using permutation, substitution, chaotic transformations, scan patterns, XOR
operations, compression and hardware acceleration. This review critically examines three supplied
studies representing complementary aspects of image security: a scan-pattern and XOR-based image-
encryption method, a general study of cryptography, encryption and compression, and an FPGA-
oriented approach to image processing and secure transmission. The hardware-oriented study
demonstrates the feasibility of implementing image-processing operations and encrypted transmission
on FPGA platforms, while the cryptography and compression study emphasizes confidentiality,
authentication, integrity and efficient data representation. This review further considers contemporary
authenticated-encryption approaches, including AES-GCM and ChaCha20-Poly1305, and discusses why
statistical randomness alone cannot establish cryptographic security. The analysis identifies important
research gaps involving authenticated encryption, key management, nonce handling, reproducibility,
hardware security and resistance to realistic attack models.
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1. Introduction

Digital images have become one of the most important forms of digital information. Images are
continuously generated and exchanged through smartphones, medical equipment, satellites,
surveillance systems, industrial inspection systems, cloud platforms and communication networks. The
increasing use of images has consequently created significant requirements for confidentiality,
integrity, authentication and secure storage.

Image information is different from ordinary textual information because it contains a large number of
highly correlated data elements. In a natural image, neighboring pixels normally have similar intensity
values. This spatial correlation makes ordinary data characteristics unsuitable for direct assessment of
an image-encryption system. A successful encryption process should substantially reduce the
relationship between neighboring pixels and prevent an observer from extracting meaningful
information from statistical properties of the ciphertext.

The supplied literature identifies this spatial correlation as one of the central characteristics of image
data. The scan-pattern study explains that neighboring pixels in natural images generally exhibit strong
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relationships and proposes scan patterns to rearrange image elements before applying an XOR-based
transformation.
The security problem becomes even more important when images are transmitted through an insecure
communication channel. An attacker may attempt to intercept, modify, replay or analyze image
information. Therefore, a secure image-transmission system must not only make the original image
unintelligible to unauthorized observers but should ideally also detect unauthorized modification.
Cryptography provides the mathematical foundation for protecting digital information. The supplied
review on cryptography, encryption and compression identifies confidentiality, authentication,
integrity and non-repudiation among the major objectives of information security. Encryption
transforms plaintext into ciphertext using a cryptographic key, whereas decryption reconstructs the
original information when the appropriate secret information is available.
Image encryption has consequently developed as a specialized research area. Researchers have
investigated permutation-based techniques, substitution techniques, chaotic systems, transform-
domain methods, selective encryption, scan patterns and combinations of these approaches. The
supplied scan-pattern paper is particularly relevant because it attempts to achieve rapid encryption by
combining structured pixel rearrangement with the simple XOR operation. It reports a three-stage
process involving block rearrangement, rearrangement within blocks and XOR transformation.
Another important dimension is implementation efficiency. High-resolution images contain millions of
pixels, and real-time systems may need to process multiple frames per second. Software-only
implementations may therefore face limitations related to latency, memory bandwidth and energy
consumption. Field Programmable Gate Arrays (FPGAs) provide a programmable hardware platform
capable of exploiting parallelism and pipelining. The supplied hardware-oriented study investigates
image processing and secure communication using FPGA platforms and demonstrates encrypted image
transmission between hardware systems.
The purpose of this review is therefore not simply to summarize individual studies. Instead, it critically
examines how image characteristics, cryptographic techniques, compression and hardware
implementation interact. It also considers the distinction between statistical evidence of an effective

image cipher and the stronger requirements of modern cryptographic security.

2. Objectives:

The major objectives of this review are:

To examine the characteristics of digital images that influence encryption design.

To analyze scan-pattern and XOR-based image encryption.

To review cryptographic and compression principles relevant to image security.

To examine FPGA-based implementation of image processing and secure transmission.
To discuss commonly used image-encryption evaluation parameters.

To compare the strengths and limitations of different approaches.
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3. Fundamental Concepts of Digital Image Encryption

Digital Images as Data:

A digital image can be represented as a two-dimensional matrix of pixels. In a grayscale image, each
pixel commonly represents an intensity value, while a color image may contain separate red, green and
blue channels. A large image can therefore contain millions of numerical values.

This structure creates considerable redundancy. Adjacent pixels frequently possess similar values
because objects and surfaces normally change gradually across an image. While this property is useful
for image compression and recognition, it creates a potential weakness if an encryption method does
not sufficiently destroy the spatial relationships.

The scan-pattern literature specifically exploits this observation. By changing the positions of blocks
and then changing the positions of pixels within the blocks, the algorithm attempts to reduce the
relationship between neighboring image elements before applying its final XOR operation.

Plain Image and Cipher Image

The original readable image can be considered the plain image or plaintext. After encryption, it becomes
a cipher image or ciphertext.

A secure cipher image should ideally reveal no useful visual information about the original image. It
should also exhibit statistical properties that make the original image difficult to infer.

However, visual randomness should not be confused with complete cryptographic security. A cipher
image may look completely random while the underlying encryption mechanism contains weaknesses
in its key generation, key management, authentication or resistance to chosen-plaintext attacks.

Symmetric Encryption

Symmetric cryptography uses a shared secret key for encryption and decryption. This approach is
particularly attractive for large image files because symmetric algorithms are generally much faster
than public-key operations.

The supplied cryptography review distinguishes symmetric and asymmetric encryption and describes
the use of a common secret key in symmetric systems.

The scan-pattern algorithm reviewed in this paper is also symmetric and uses the same 128-bit key for
encryption and decryption.

Asymmetric Cryptography

Asymmetric cryptography uses mathematically related public and private keys. It is generally more
computationally expensive than symmetric encryption and is therefore not normally the preferred
mechanism for encrypting every pixel of a large image.

Instead, asymmetric mechanisms can be used for authentication, digital signatures or secure
establishment of symmetric session keys. This separation allows a system to use the efficiency of
symmetric cryptography while retaining the advantages of public-key techniques for key
establishment.
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4.Review of the Literature

Scan-Pattern and XOR-Based Image Encryption

The principal image-encryption paper proposes a fast algorithm based on predefined scan patterns and
XOR. The central idea is to exploit the two-dimensional structure of images by changing the order in
which blocks and pixels are arranged.

The algorithm consists of three main stages.

Stage 1: Block Rearrangement

The input image is divided into blocks and the blocks are rearranged according to a selected scan
pattern. For the reported experiments, 512 x 512 images are divided into 8 x 8 blocks.

The objective is to destroy large-scale spatial relationships. Pixels that were previously close to one
another may become separated in the transformed image.

Stage 2: Pixel Rearrangement
After block-level rearrangement, the pixels inside individual blocks are rearranged using scan patterns.
This provides another level of permutation and further reduces local relationships.

Stage 3: XOR Transformation
The transformed image is divided into four parts, and XOR operations are applied using selected image
blocks. The study reports a 128-bit key divided among the three stages:

e 48 bits for the first stage,

e 48 bits for the second stage,

e 32 bits for the third stage.
The resulting system is attractive from an implementation perspective because XOR operations are
computationally simple.

5. Security Analysis of the Scan-Pattern Method

Histogram Analysis

An image histogram describes the frequency distribution of intensity values. A natural image usually
has a characteristic, nonuniform histogram. If an encrypted image retains a similar distribution, an
attacker may potentially obtain information about the original image.

The supplied scan-pattern study reports that the cipher images have approximately uniform
histograms, indicating that the encryption process substantially changes the intensity distribution.
Histogram analysis is therefore useful as a first-level statistical test.

However, histogram uniformity alone cannot establish cryptographic security. Two different images
may have similar histograms, and a weak encryption algorithm can potentially produce a uniform
histogram while still leaking information through other properties.

Correlation of Adjacent Pixels
Correlation analysis is especially important for image encryption because neighboring pixels in
ordinary images are strongly related.
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Correlation can be calculated in horizontal, vertical and diagonal directions. A strong encryption
method should reduce these relationships.

The supplied study evaluates horizontal, vertical and diagonal correlations and reports cipher-image

correlation values close to zero in many cases.

This indicates that the scan-pattern and XOR process successfully disrupts much of the original spatial
structure.

Nevertheless, correlation should be interpreted as a diagnostic rather than a security proof.

Information Entropy

Information entropy measures uncertainty in a probability distribution. For an idealized uniformly
distributed 8-bit grayscale image, the theoretical maximum Shannon entropy is 8 bits per pixel.

A cipher image approaching this value suggests that the distribution of intensity values is relatively
uniform.

The supplied literature uses entropy as one component of security analysis.

Entropy is useful because low entropy may reveal nonuniformity. However, high entropy alone cannot
demonstrate resistance against cryptanalysis. An attacker does not necessarily need to predict
individual pixel values if weaknesses exist elsewhere in the encryption system.

Number of Pixels Change Rate

NPCR measures the proportion of pixels that change between two cipher images when a small change
is introduced into the corresponding plain images.

The purpose is to evaluate diffusion. Ideally, changing one pixel in the input should cause changes
throughout the encrypted output rather than remaining localized.

The supplied scan-pattern paper evaluates NPCR using a one-pixel change and reports high values
across its test images.

Unified Average Changing Intensity

UACI measures the average difference in intensity between corresponding pixels in two ciphertext
images generated from slightly different plaintext images.

Together, NPCR and UACI provide information about the sensitivity of an encryption system to small
input changes.

The supplied study uses both measures as part of its differential-attack analysis.

However, modern evaluation should not rely exclusively on NPCR and UACI. These metrics are useful
for image-specific statistical analysis but do not replace formal or empirical cryptanalysis.

6. Cryptography and Compression for Image Security

The second supplied study discusses cryptography, encryption and compression from a broader
information-security perspective.

Cryptography protects information by transforming it into a form that unauthorized users should not
be able to interpret. Compression, in contrast, reduces the amount of data required for storage or
transmission. These two processes therefore address different problems.
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Confidentiality

Confidentiality ensures that unauthorized users cannot obtain meaningful information from protected
data.

For images, confidentiality is important in medical imaging, biometric applications, surveillance,
personal photography, satellite imaging and proprietary industrial data.

Integrity

Integrity ensures that information has not been modified without authorization.

This requirement is particularly important for medical and scientific images. Even if an unauthorized
modification is visually subtle, it may affect interpretation.

Authentication

Authentication establishes confidence about the source or identity associated with the data.

Forimage transmission, authentication can help determine whether the received image originated from
the expected device or system.

Compression

The supplied literature emphasizes that compression can reduce storage requirements and
communication costs.

Image compression may be either lossless or lossy.

Lossless compression allows exact reconstruction of the original image and is particularly appropriate
for medical, scientific and archival applications.

Lossy compression reduces file size more aggressively but introduces irreversible changes. It may
therefore be appropriate for consumer multimedia but not for every security-sensitive application.

7. Relationship Between Compression and Encryption

Compression and encryption should not be viewed as interchangeable technologies.

Compression attempts to remove redundancy, whereas secure encryption intentionally produces data
that should appear highly unpredictable.

Consequently, compression is generally more effective before encryption. If secure ciphertext is highly
random, conventional compression algorithms will normally have little exploitable redundancy.

A typical secure image-transmission pipeline can therefore be represented as:

Image acquisition — preprocessing — compression — encryption/authentication -
transmission — decryption/authentication verification - decompression — reconstruction

The precise arrangement depends on the application.

For example, a medical imaging system requiring exact reconstruction should normally use lossless
compression. A consumer image service may tolerate controlled lossy compression.

An important research opportunity is the development of compression-aware encryption systems that
minimize bandwidth without weakening cryptographic protection.
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8. FPGA-Based Image Processing and Secure Transmission
The third supplied study approaches image security from a hardware perspective.
The study emphasizes the growing importance of embedded image and video processing and describes
FPGA technology as an attractive platform because it combines reprogrammability with hardware-level
parallel processing.
The paper describes image processing operations including preprocessing, segmentation, feature
extraction and recognition.

FPGA Architecture
The reported secure-transmission system uses two FPGA platforms:
e one FPGA performs encryption,
e another performs decryption,
e communication occurs through a transmission interface.
The paper describes a Xilinx Spartan 3E and Virtex 5 implementation and uses RC4 for the reported
encrypted transmission experiment.
The study also integrates a display interface for observing the original, encrypted and decrypted images.

Hardware Image Processing

The FPGA architecture includes image-filtering and thresholding components. The supplied paper
describes buffer lines, shift-register structures and parallel multiply-accumulate engines for image
filtering.

For color images, the RGB channels are separated and processed individually before reconstruction.
This demonstrates the suitability of FPGA systems for image operations that contain significant
parallelism.

Advantages of FPGA Implementation
FPGA-based image encryption and processing can offer several advantages:
1. Parallel processing.
Low processing latency.
Pipeline-based operation.
Reconfigurability.
Integration of image processing and communication functions.
Potentially high throughput.
7. Possibility of dedicated cryptographic hardware.
However, these advantages must be balanced against hardware resource utilization, power
consumption, memory bandwidth and development complexity.
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9. Critical Assessment of the Reviewed Approaches
The three supplied studies address different levels of the image-security problem.
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The scan-pattern approach is valuable because it recognizes the unique structure of images. The use of
scan patterns provides an intuitive mechanism for reducing spatial relationships. The reported
statistical analysis also demonstrates that the method produces substantially altered cipher-image
characteristics.

Nevertheless, a critical limitation is that statistical performance does not establish complete
cryptographic security.

Similarly, the FPGA work demonstrates an important implementation concept but uses RC4 in its
reported secure-transmission experiment.

Therefore, its architecture remains useful as a hardware/software co-design example, but the
cryptographic component should be modernized for contemporary deployment.

16. Conclusion

Digital image security is a multidisciplinary problem involving image processing, cryptography,
compression, communication and hardware implementation. The literature reviewed in this paper
demonstrates that image-specific characteristics such as spatial correlation and redundancy strongly
influence encryption design.

The scan-pattern and XOR approach reviewed here provides an interesting example of an image-aware
encryption strategy. It performs block-level and pixel-level rearrangement followed by XOR
transformation and evaluates its performance using histogram analysis, adjacent-pixel correlation,
entropy, NPCR and UACI. The results reported by the original study indicate that the method can
substantially reduce visible statistical relationships in the encrypted images.

The cryptography and compression literature demonstrates that confidentiality is only one component
of information security. Authentication, integrity and efficient data representation are also important.
The FPGA-oriented work demonstrates the practical value of hardware acceleration for image
processing and secure communication. Its use of multiple FPGA platforms illustrates how encryption
can be incorporated into an embedded image-processing architecture.
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However, the critical analysis shows that traditional image-encryption evaluation should not be
confused with complete cryptographic validation. High entropy, low correlation, strong NPCR and
favorable UACI values provide useful evidence about statistical behavior, but they cannot by themselves
establish resistance to modern cryptanalytic attacks.
Modern secure systems should therefore move toward layered architectures. Image-specific processing
can be used for efficiency, compression can reduce communication overhead, and standardized
authenticated-encryption algorithms can provide the fundamental confidentiality and integrity
guarantees. AES-GCM is specifically defined as an authenticated-encryption mode, while ChaCha20-
Poly1305 provides another AEAD construction.
The future of secure image transmission is therefore likely to depend on integration rather than on a
single encryption technique. Combining image-aware processing, appropriate compression,
authenticated encryption, secure key management and FPGA/software co-design can provide a more
complete and defensible approach to protecting digital visual information.
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